CathexisVisior”

Video Surveillance Management Solutions

T e "“.’,. et \, TN ‘\\
()= @ )B

Axis Event Manual:
TCP Rule Setup and
CathexisVision Events
(Araani Fire Guard)

15 February 2022



-

!TH ; ;I S ‘ cathexisvideo.com

I (g1 4 o Te [¥ T 4 oY o DT PSR OROTOUPROTOPROPRPON 3
1.1 Fire Guard plugin: SUPPOrted AXiS CAMEBIAS.....uuiiiiirieeeiiieteeiiieeeesteeeesreeeesbee e e snreeesssabeeesssabeeesenasees 3

2. Camera Addition and CoNfigUIatioN ..........eiiiiiiie it e e e e bee e e e e br e e e e enraeeeeans 4
2.1 Setting UP the AXiS CAmMBIa....ccuveieiciieeeeciiee e eeitee e ettt e e e etee e e e etee e e eeatae e e seabaeeeesabaeesesnsaeeeesnseeeeeansteeeennsens 4
2.2 Configure the EVENTS ON AXIS ....uciiiiciiieeiiiie e ceiiee s srttee e e sttt e s siee e e e sbee e e ssbee e s ssabeeeessabeeesessbeeesssnseeessnnsens 4
2.2.1 Adding the RECIPIENT ....eviiiiiiiiie ettt e e e stae e e s satae e e ssbaeeesansaeeesnnnreeeen 4
2.2.2 AddiNg the NEW RUIE .....eeiiiiiiie ettt et e e e satae e e s satae e e ssnbaeeessnbaeeesnnnneeeen 6

2.3 Camera Setup in CatheXiSVISION ........eii it eeree e e e ebae e e e eare e e e e ares 7
2.3.1 NaVvigate t0 CamEras PANEl.......co ittt e et e e e e eatre e e e eatae e e esataeeesnsaeeesennaneens 7
2.3.2 Add @ NEW CAMEIA ..eeueietieiiieiieeieetee st e st e st et et e bt e s bt e saeesate e be e bt e sbeesaeesabeeabeeabeeabeesmeeenteenseenteens 7
2.3.3 Edit Camera Properties: Add @ TriEEr ....uuuiciiiieeciiie e ccieee et estre et e e s stre e e s srae e e e sabeeeesereeeen 8

2.4 Configure CathexiSViSION EVENT.........cuiiiiiiii ettt et e e et e e sbee e e e sabee e s e sabeee s esnsaeeeenases 9
2,41 GENEIAl Tab ..ottt et e s b et e ab e sbe e sbbeesbeeenateenas 9
Ny A N g T={= =T I o TS 10
2.8.3 ACHIONS TAD 1ttt ettt b e bt s he e sttt e b e e b e he e sae e st e bt e beenbeenrees 10

2.5 Integration Database Setup on CatheXiSViSION ......c.eciieuiieiicciie ettt et e e e st ee e 11
2.5.1 Initialise the Integration Database .......c.ceevciiiiiiiiiii e 11
2.5.2 Add/Create an EVENt Database .......coovviiiiiiiiieiiciiiee ettt e sttt e s s eavt e e e sabe e e s ssaaaeesssabaeesssnres 12

3. EVENTS DAtADASE ..ottt s s st st r e nnees 13
3.1 NaVIZate tO the Database ....ccccuuiii ittt e et e e e e tte e e e e bt e e e e sbteeeseabteeeeentaeaesntenaesans 13
3.2 Database INTEITACE .....ooeieeeeeee ettt ettt e sbe e she e sttt be e b e b sneas 14
3.2.1 Viewing an Entry’s Associated RECOIdING........cccucuiiieiiiiiiieeciie ettt e e e e e 15
3.2.2 ReVieWing MUILIPIE CamEBIras......ccuueiieciieieeiiiee e ectee e et e e et e e e st e e e sabe e e e s abee e s ssbaeeeesbaeeesnasens 16
3.2.3 Device EVENt Metadata ......cccoveiiiriieieeiiereese sttt 17
3.2.4 Generate Meta-Database REPOITS ....cccuuiiiiiiiiiiciie ettt e e ree e e e e e e aeees 17

B @o] o Tol [V [ I OSSP TOPRROURRPIT 19

While Cathexis has made every effort to ensure the accuracy of this document, there is no guarantee of
accuracy, neither explicit nor implied. Specifications are subject to change without notice.

005-20220215-373 15 February 2022 2



w cathexisvideo.com

1. Introduction

e CathexisVision integrates with several Axis cameras. Some Axis cameras support the Araani Fire Guard

plugin, which performs fire detection analytics.

e CathexisVision receives event notifications from supported Axis cameras through a TCP connection.

e This document explains the TCP rule setup, and how a user can configure CathexisVision to receive to
receive edge notifications.

Note: This document uses the Araani Fire Guard plugin as an example of a trigger, but CathexisVision can
receive all Axis edge triggers using the Axis-defined TCP rule.

1.1 Fire Guard Plugin: Supported Axis Cameras

e This event manual was tested on:

Hardware name Axis Dome Camera
Hardware model number P3245-LVE
Serial ACCC8EE6B89F

e To see which cameras support the Fire Guard plugin, visit:
https://www.araani.com/en/solutions/surveillance/araani-fire-guard/fire-guard-camera-
compatibility/

A NOTE ON CAMERA CHANNELS

The CathexisVision software packages have limits on camera channels. A multi-sensor camera is physically
a single device (camera) but it requires a camera channel for each one of the internal cameras. The same
applies to an encoder: a 16-channel encoder will account for 16 camera channels on the CathexisVision
software, even though it is a single device. Even when a camera or device only uses a single IP license, the
camera channel limit will still apply.

USEFUL LINKS

To view tutorial videos on CathexisVision setup, visit https.//cathexisvideo.com/resources/videos

Find answers to Cathexis Frequently Asked Questions: https.//cathexis.crisp.help/en/?1557129162258
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2. Camera Addition and Configuration

Before an event can be sent to CathexisVision, the following setup is required on Axis.

2.1 Setting up the Axis Camera

Log in to the Axis Camera interface:

1. Open a web browser and navigate to the IP address of the camera.

2. In the camera window, click on the Settings option in the bottom right-hand corner of the window:

A Settings

3. Inthe Settings screen, navigate to the System tab:

a. Select and click Events. The event window will open.

acy mask | View area Apps  System

2.2 Configure the Events on Axis

2.2.1 Adding the Recipient

AXIS P3245-LVE Network Camera Select the Recipients tab in the centre of
the screen.

Click the plus icon to add the

new recipient.

Device events

=5 Recipients

admin (Copy)
TCP

admin

TCP

<4

Add recipient
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Give the recipient a descriptive name.

New recipient
Under Type, use the drop-down menu to
select TCP.

Hame

cat Site

Type

FTP

FTP

HTTPS

Network storage

SP

Email

Use temporary file names

N Enter the CathexisVision server IP.
New recipient

Mame

The TCP port to transmit the trigger message
is 32305.

adinmin

Type

Click Save.
Host

182 168_14.85

Port

32305
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2.2.2 Adding the New Rule

To add a new rule, first select the Rules
Device events MQTT events tab.

Rules Schedules
Click the plus icon to add the
new rule.

@ Fault Signal
FireGuard: 'Fault Signal state avent | Send noti

@ Fire Alarm v
FireGuard: 'Fire Alarm state t' | Send notific

PSp— Give the rule a descriptive Name.

FireGuard: "Fault Signal state event’ | Send nofil

| Use this rule
MName
Fault Signal
Wait betereen actions (masx 23:50:58)

00:00:00 Choose from the drop-down menu to set

the Condition.

Condition FireGuard: 'Fault Signal state ewvent’

The drop-down menu shows events from
the application which is installed on the
camera, i.e. Fire Guard events.

_+_

Action

Send nolification throwgh TCP

__ Select Send notification through TCP from
Recipient

: the drop-down menu.

adinnin

Message
Fault signal Select the Recipient.

Write the trigger Message that will be sent
to CathexisVision.

Click Save.

005-20220215-373 15 February 2022



TH cathexisvideo.com

2.3 Camera Setup in CathexisVision

2.3.1 Navigate to Cameras Panel

Log in to CathexisVision and open the site.

Navigate to the Cameras panel under the Setup tab. To do so, follow this path: Site / Open tab / Setup /
Configure servers. This is illustrated below.

o XN = Comeres

""a Close site's tabs | =5 Databases

§ unsriesn- oo PP

I U N PR T,

) =/ Office Server - Windows (MASTER) |

= ==

z Next, select Cameras from the folder tree.
Servers =,

2 B WAZI-DISAQKP (MASTER)
u,,.- analytics

2.3.2 Add a New Camera

[ Pre _‘I‘ Click New to add a new camera.

'mﬁ Choose a Driver.

Camera connection

Specify the connection detals for the camera Enter the camera IP.

@ Add new camera Enter the Login and Password.
(_ Add new video nput to existing camera

Driver | 360 Vision - VisionDome HD d

IP address | N - | Scan |
Port Default S

Login

Password
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2.3.3 Edit Camera Properties: Add a Trigger

Once added, the camera will appear in the main Camera panel.

Select the camera from the panel (Axis).

LWAZI-DISAQKP - Cameras
= Right-click.

Camera Address Driver
- Avtech 192.168.3.227 Onvif V2 Then, select Properties.
—_. New...
. Disable
Copy

Video analytics...
Set camera name...

Edit (isolate camera while editing)

Delete

Propenit\l.

Click the 1/0 tab to open input/output setup.

After configuring the event on the Axis camera interface, the trigger message will be displayed on
Trigger History window.

L0 Edit Axis P3245 O b4

Camera settings
Edit Axis P3245

Settings

General Connection Video feeds Ijo Edge FTZ Preevents Access Privacy zones

Inputs
Mame State Enabled Enable
1 Inputl [ JUnknown ¢ Edit
Outputs f— -
H264 1920x1080 5.00 Mbps
Mame  State Enabled Pulse duration  Pulse only Enable z bt @
1 Output 1 Unknown 3§ 1000ms no = Camera information
Driver Axis
Triggers Trigger history IP address 192.168.7.125
Mame State Enabled Message Enable Message Model AXIS P3245-1VE
: Serial number ACCCSEEGBESF
Ecii Firmware 10.7.5
New MAC address AC:CC:3E:E6:B8:9F
Delete

¢ Connected to camera

Cancel

005-20220215-373 15 February 2022
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Trigger history A trigger message will be listed underneath Trigger history.

e To add the event on a camera trigger, select the message and
’ . right-click.
Add trigger
Add trigger | Then click the Add trigger button which
appears.
Y Mew tri... n % Give the trigger a Name and click OK.

. The text in the “Message” field must be identical to the message
New trigger

text as configured in the Axis rule Message.

Mame |Fault signal | | For example, the “Fault Signal” text being sent from the above
Message | Fault signal v | Axis defined rule needs to be received on the NVR using the same
. |5[JDI]ms . | defined “Fault Signal” message.
Click OK.
Cancel Multiple rules can be created on the Axis camera for different

Fire detection triggering conditions, and the NVR can have
multiple trigger alarms defined for each Axis event rule.

2.4 Configure CathexisVision Event

To create an event using a Camera event, enter the Events management area:

Site Tools Settings Help

(=]
‘-OE Cameras

ﬁ% Close site's tabs g Databases

[ c

B R

Once in Events management click on New. This will open up the New Event window.

Servers =h

2.4.1 General Tab

P

~ Fault Signal Enter the event Name.
New Event
Fault Signal Choose a Schedule from the menu or create one using
the icons.

General Trgoers I Actions Resources

N Fadit Sgnal - . .
i o Choose a Priority from the drop-down menu, in this

Descrption & .
case, High.

Schedue | Always - 4

prioity | A\ High -

005-20220215-373 15 February 2022
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2.4.2 Triggers Tab

G Fault Signal

Edit Event
Fault Signal
General Triggers Actions Resources
Use siandard friggers to trigger the event

Start actions when any of the following ocour

Description

@ Fault signal goes high

Trigger
Edit trigger

[ Edit trigger O >

Trigger when

Schedule

@ Fault signal

Fire Alarm In Testing Office

Operational
- ="1
|R| Always

(Cancel

From the Triggers tab, click New to create a new trigger.

Select the trigger from the drop-
down menu using the camera
trigger that was added to the I/O
setup tab.

E.g Fault
demonstration.

signal in  this

Click OK.

Note: Check the CathexisVision Setup Manual for events setup: section 4.10 Events.

2.4.3 Actions Tab

[ tew ]
Record camera...
Call bke-mbon...
Send email...

Play audio clip...

pulEm

From the Actions tab, click New to set up an action.

Then select Record camera.

c Camera recording
Camera recording
Configure camera recording

,
oo

E

Camera 7' Advanced |

menu.

A dialogue box will open.

Choose the Axis camera from the drop-down

Camera

Database

Frame-rate

Pre-events

W Avtech

Axis

Recording channel | 21 - H264_CAT (2592x1944 30fps) ~ |

iﬁ.lule
Osec

005-20220215-373

[oc ][ concel |

Choose a database from the available options.

Select the pre-event before the event trigger: E.g.

3 seconds.

15 February 2022
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2.5 Integration Database Setup on CathexisVision

Once the events have been set up, the user may use the database to view the events. Before viewing the
events, it may be necessary to initialise and/or create a new database.

2.5.1 Initialise the Integration Database

An event database shows the specific triggered events. To create an event database, a general integration
database should be created/initialised. This is not required, but can be used to search, filter and report
on specific Axis Fire events conditions.

Select the unit to which the
=L AZI-DISAQKP (MASTE database will be added from
the list on the left.

Inttialise integration database

Click Initialise integration
Initialise integration database database,

0 Close

Choose the partition on which the

database will be created and select how
Partition c:A(C:Y
Total space available 26971 MEB

£

much space it will take up.

4k

Disk space allocated to integration database | 1000MB

K Cancel

005-20220215-373 15 February 2022 11
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2.5.2 Add/Create an Event Database

After initialisation, add the database for the events.

New Click on the New button, at the bottom of the Create database window.

7Y Create database ? W Give the events database a descriptive Database

Name.

Database name |Euent DB |

Ak

Size (Max: 500 MB) | 100 MB Allocate a Size to the new device database.

Drriver ASPOS (1.1.1) w
Cathexis EI03143 Couter 1.1.1 ~
Cathexis Events (2.3.3) Choose the Driver that will be using and click on
Cathexis LPR. v1(1.1.2)
Cathexis LPR v2 (1.1.7) OK to create the database.

Cathexis LPR. v3 (1.1.2) —
Cathexis LPR. v4(1.1.1)

Cathexis POS (1.1.1)

Commend intercom (1.1, 1)

Commend intercom V2 (1.1.1)

Cosmos Alarm Panel (1.1.1) A

005-20220215-373 15 February 2022 12
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3. Events Database

The event database is where the event can be viewed, together with associated footage.

File Edit View Site Tools Settings Help

& stetame 1 3 stename & steName

View [Events | sortedby [Tme v

Start Time EndTime Name Desription Priority | Server ks
20220204 12:56:10. 202202:04 12:56:30 FaultSgnal Faut Signal low  LWAZIDISAQRP &
20220204 12:58:28. 20220204 12:58:48 FaultSgnal Faut Signal low  LWAZIDISAQEP &
20220204 13:06:12. 202202-04 13:06:32 FaultSgnal Faut Signal low  LWAZIDISAQEP &
20220204 13:09:24 202202-04 13:09:37 FaultSgnal Faut Signal low  LWAZIDISAQP &
20220204 13:09:37 202202-04 13:09:57 FaultSignal Faut Signal low  LWAZIDISAQE &

2022-02-04 13:20:03 2022-02-04 13:20:23 Fire Alarm(Testinfg Ofiice) Fire Alarm(Testinfg Ofiice) High
2022-02-04 13:22:55 20220204 13:23:15 Fire Alarm(Testinfg Ofiice) Fire Alarm(Testinfg Ofiice) High
2022-02-04 13:28:29 20220204 13:28:49 Fire Alarm(Testinfg Ofiice) Fire Alarm(Testinfg Ofiice) High
2022-02-04 13:29:57 2022-02-04 13:30:17 Fire Alarm(Testinfg Ofiice) Fire Alarm(Testinfg Ofiice) High
2022-02-04 15:26:27 2022-02-04 15:26:43 Fire Ofiice) Fire infg Ofice) High

LWAZI-DISAQKP
LWAZIDISAQKP
LWAZI-DISAQKP
LWAZIDISAQKP

o &

20220204 15:26:43 2022-02-04 15:27:04 Fire Alrm(Testinfg Ofice) Fire Alarm(Testinfg Ofice) Hih

==

LWAZLOIS
LWAZI-DISAQKP 5

Fi, 4Feb ‘

1522 1524 152 1528 1530

s - |
V@DDUUDDDWW v QU@ E .4v15v26+47,
OE < BE N

Goto Start Time |2022-02-04 15:31:35

&, admin (Administrator) ) CathexisVision Premium  Supplied by Cathexis Internal

3.1 Navigate to the Data

Site Tools Settings Help

base

To open the Databases tab, follow Site / Open tab /
Databases.

B=

i

=1

{% Close site's tabs

= e

i 55 SiteName

é_rl SiteName

04 12:58:48
04 13:06:32
04 13:09:37
R-04 13:09:57
P-04 13:20:23

005-20220215-373

Name

Fault Signal
Fault Signal
Faudt Signal
Fault Signal
Fault Signal
Fre Alarm(Te

When the databases tab opens, select the relevant
integration database from the database panel that opens
on the left-hand side.

To open and close this list click on the arrow in the centre
of the list:

15 February 2022 13
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The items will appear in a list as pictured below.

File Edit View

Site  Tools

Settings

Help

& sitevame ] SR sitemame [ =B siteName 3
View |Ewvents ~ | sorted by |Time w

Start Time | End Time | Mame | Description | Priarity | Server | Lirks
2022-02-04 12:56:10 2022-02-04 12:56:30 Fault Signal Fault Signal Law LWAZI-DISAQKP i
2022-02-04 12:58:28 2022-02-04 12:58:48 Fault Signal Fault Signal Law LWAZI-DISAQKP (s
2022-02-04 13:06:12 2022-02-04 13:06:32 Fault Signal Fault Signal Law LWAZI-DISAQKP (s
2022-02-04 13:09:24 2022-02-04 13:09:37 Fault Signal Fault Signal Law LWAZI-DISAQKP (s
2022-02-04 13:09:37 2022-02-04 13:09:57 Fault Signal Fault Signal Law LWAZI-DISAQKP -
2022-02-04 13:20:03 2022-02-04 13:20:23 Fire Alarm(Testinfg Ofiice) Fire Alarm(Testinfg Ofiice) High LWAZI-DISAQKP (s
2022-02-04 13:22:55 2022-02-04 13:23:15 Fire alarm({Testinfg Ofice) Fire Alarm(Testinfg Ofiice) High LWAZI-DISAQKP (s
2022-02-04 13:28:29 2022-02-04 13:28:49 Fire Alarm(Testinfg Ofiice) Fire Alarm(Testinfg Ofiice) High LWAZI-DISAQKP (s
2022-02-04 13:29:57 2022-02-04 13:30:17 Fire Alarm(Testinfg Ofice) Fire Alarm(Testinfg Ofiice) High LWAZI-DISAQKP =
2022-02-04 15:26:27 2022-02-04 15:26:43 Fire Alarm(Testinfg Ofiice) Fire alarm{Testinfg Ofiice) High LWaZI-DISAQKP (s

2022-02-04 15:26:43

2022-02-04 15:27:04

3.2 Database Interface

View | All

Fire Alarm(Testinfg Ofiice)

* | sorted by | Time b

Goto Time |J_ﬂl?-ﬂl- 16 1r:05:42

=

Connected to unit WINFVIRTUAL

Fire Alarm(Testinfg Ofiice)

LWAZIDISAQKP oF

|- MNoEasySearch— v @@

@ View

The way the database is presented may be changed. Some integration databases have
multiple view options. The Axis database has Events, and Advanced options.

@ Sorted By Events may be further sorted based on the following parameters: Time.
@ The easy search option allows for a quick search of the database within one of the
Easy Search
following options: Name, Description, Priority, Server, and State.
@ T4 Filter offers a more advanced manner of sorting information in the Integration
Filter

Database table.
Once the filters dialogue is open, the following options are available:

1. To enable filters check this box:

Enable filters

2. To add a new filter click on %
The filter icon Y will change to & when filters are active.

3. To delete an added filter click on ?

005-20220215-373
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The options in this integration are Start time, End time, Description, Server, Priority,
and Name.

A Time range, within which the search will be conducted, may also be set.

To set a Time range, click on the blue hyperlinked text which specifies time (e.g.,
i the Wesek fo dafe )

This will bring up the following dialogue box, where the time range can be defined:

i Settime range (-2 weSa]
Time range is

@ Preset WeekToDate "
) Spedfic  From |14 3| March 2016 15 ol [al

to 4 a 2016 15 il o
) Previous |1 5| | Hours
7 Periodof |1 5 | Hours from | oohoo 14 ||| March 2016

OK ” Cancel

Note:

1. Multiple filters may be run simultaneously. Filters with the same perameters
may be run more than once.

2. To change afilter click on the blue hyperlinked text.

@ Export

Generate meta-database reports in PDF or CSV format. See below.

—
(6
\) Go to Time

This navigates to a specific point in time, down to the second. To navigate to a
timestamp set the time using the time and date boxes.
=» Then click on the arrow icon.

3.2.1 Viewing an Entry’s Associated Recording

If cameras are attached to device objects in the Integration setup, and these cameras are set up to record
continuously, each Integration database entry will have a corresponding recording.

To view a databased event’s recording double click it.

005-20220215-373
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Th, 3Sep
1422 1424

PN | 3
Y
— —

pooBoop=lay UOO .D:14:26%25°

‘=l=lEsd| A floating replay window
Time
Event Type
Object ID
Name Input 001
State High
Counter 0
Temperature

2015-09-03 14:26:26
Input
Input_001

will appear, from which
video content may be
archived and reviewed.

3.2.2 Reviewing Multiple Cameras

Wed, 17 Aug
1214

ACTiKCM-3311
Arecont AV20185DN 2

1216

005-20220215-373
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If multiple cameras were added to
the recorded object during the
integration setup, these
displayed on the left of the video

player screen as thumbnails.

are

Select a camera thumbnail to

review it.
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3.2.3 Device Event Metadata

When a database entry is selected, its event information will be displayed on the right of the video player:

Start Time Sooooon
End Time ?gl;;ﬂ;;ﬂ#
Name g%niacz}llarmﬁ estinfg
Description g%niacz.}llarmﬁ estinfg

Priority High
Server LWAZT-DISAQKP

3.2.4 Generate Meta-Database Reports

ﬂﬁl] Click the save icon to open the Export window.

® Exvort ' , % Select the Period to export,
. and enter the required

Select the pericd to export details.

O Presst Quarter to date
@ Specific  From January - |2-::1? :| |oa :”w :”oo :|
to april - |z-:n:-' :| |oa :”aa :”oo =

O Previous 1 : Hours

Click Next.

O Periodof 1 5 |Hours from | DOhOO 16 5 || January 017 |

Back MNext

005-20220215-373 15 February 2022 17
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@ Export

Configure the report

Format | C5W b

Filename | Ci/Program Files/CathexisVision Client/report.csy | |_:_|

Select the Format to export
the report in; either CSV or
PDF.

See below for the two
options.

005-20220215-373

3.2.4.1 Export CSV

Configure the report
Format | C5V i

Filename | C:/Program Files/CathexisVision Client/report.csv | |_:_|

3.2.4.2 Export PDF

= Export ? e

Configure the report

Format | PDF hd

Heading |

Orientation | Portrait -

Filenams |C:,-‘Prograrn Files/ CathesxisVision Clientfreport. pdf | |_:_|

15 February 2022

Select CSV Format.

Edit the Filename by either entering it

straight into text field (replacing

report.csv).

£ Or, click the folder icon to
choose a new save folder and
filename.

Select PDF Format.
Give the PDF a Heading.

Select either Landscape or Portrait

Orientation of the PDF.

Edit the Filename by either entering it
straight into text field (replacing
report.csv).

£ Or, click the folder icon to
choose a new save folder and
filename.

18
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This manual was designed to deal specifically with the TCP rule setup on Axis cameras and CathexisVision

configuration for edge triggers. For further information about the CathexisVision software please consult the
main manual (http://cathexisvideo.com/).

For support, please contact support@cat.co.za.
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